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What is covered by this Privacy Policy 

This Privacy Policy describes the types of Personal Information LiveOak Fiber LLC (LiveOak) collects, 
processes, maintains, protects, and shares when you interact with our products, services, networks, 
websites, applications, and platforms (collectively the “Services”). 

This Privacy Policy also applies to Personal Information we collect from third parties and potential 
business customers to market our products and services, to enter service contracts, to complete 
installations, for support, and billing for services. 

As used in this Privacy Notice, “Personal Information” refers to any information relating to you as a 
person. It may be information that itself can identify you, such as your name, or it may be information that 
identifies you only when combined with other available information, such as your social media username 
when combined with your email address. 

In the event of any conflicts between this Privacy Notice and a separate agreement between you and 
LiveOak, the terms of the separate agreement shall apply to the extent permitted by law. 

How LiveOak Collects Your Information 

LiveOak collects and processes information provided directly by you when obtaining and using Services 
from LiveOak.  Specifically, this information includes, but is not limited to: 

●​ Your name, email address, password/pin, preferred language, and your account number  

●​ Information about the equipment deployed at your premises that you choose to connect 
LiveOak’s network, such as router identifiers; 

●​ Data insights LiveOak attains based on correlation and analytics of your information collected 
in providing its services, and user-associated analytics to improve the quality of the app 
experience. 

 How LiveOak Uses the Information 

LiveOak uses the information collected as described in this Privacy Policy, to: 

●​ Provide you with Services and notifications 

●​ Implement, improve, or enhance Service features 

●​ Carry out LiveOak’s obligations as described or authorized in Service agreements and this 
Privacy Policy 

●​ Enforce LiveOak’s rights arising from the Service agreements between you and LiveOak; and 

●​ Fulfill any other purpose authorized by you and reasonably required for the App. 

  

 



Information Disclosure  

LiveOak does not sell or otherwise distribute or disclose your information to third parties other than as 
described or authorized in Service agreements and this Privacy Policy. 

LiveOak discloses to certain third-party vendors and contractors that provide development, integration, 
web hosting and consulting services to LiveOak to maintain, support, develop, improve, or Services and 
to fulfill LiveOak obligations to you. 

LiveOak may also be required to disclose information under certain circumstances: 

●​ To comply with any court order, law, or legal process, including to respond to any government or 
regulatory request; 

●​ To enforce LiveOak’s rights arising from Service agreements entered into between you and 
LiveOak; 

●​ If LiveOak believes disclosure is necessary or appropriate to protect the rights, property, or safety 
of LiveOak, its customers or other third parties; or 

●​ To a buyer or other successor in the event of a merger, divestiture, restructuring, reorganization, 
dissolution, or other sale or transfer of some or all of LiveOak’s assets or equity, whether as a 
going concern or as part of bankruptcy, liquidation, or similar proceeding, in which your 
information or your subscriber information held by LiveOak are among the assets transferred. 

Your Choices About Our Collection, Use, and Disclosure of Information 

The provision of the information described in this Privacy Policy is necessary for you to use LiveOak’s 
Services.  Your information is retained and used as described in this Privacy Policy. If you delete your 
account for the App in accordance with the terms of the Agreement, your information will be deleted within 
30 days of the deletion of such account or within such other timeline as may be mandated by applicable 
law. You will no longer be able to access LiveOak Services when your account is deleted. 

Accessing and Correcting Information 

You can (a) access and review your contact information, and (b) correct your contact information, by 
logging into your password protected account and visiting the settings page.  

Data Security 

All information you provide to us is stored, viewed, and updated in a secure manned via industry-standard 
methods. Security standards and procedures include application-aware firewalls, multi-factor 
authentication, TLS encryption, and third-party vulnerability and penetration testing. 

You control access to your account. You must keep your login credentials and passwords secure and 
protected and maintained as confidential. LiveOak is not responsible for any circumvention of any privacy 
settings or security measures provided. 

SMS 

No mobile information will be shared with third parties/affiliates for marketing/promotional purposes. All 
the above categories exclude text messaging originator opt-in data and consent; this information will not 
be shared with any third parties". 

SMS Terms And Conditions Upon messaging opt-in, the end user agrees to receive messages from 
LiveOak Fiber regarding 2-factor authentication, account notifications, and security alerts. End users can 
opt-out by replying STOP or request more information by replying HELP. Message frequency varies. 
Message and data rates may apply. If you need assistance or have questions about our SMS service, 



reply with "HELP" to any SMS message you receive, or contact our customer support team at 
888-454-8362.  

I agree to receive communications by text message related to General inquiries and customer Care From 
LiveOak Fiber. You may opt out by replying STOP or ask for more information by replying HELP. Message 
frequency varies. Message and data rates may apply. You may review our Privacy Policy (section General 
Privacy Policy) to learn how your data is used. 

SMS Terms And Conditions Upon messaging opt-in, the end user agrees to receive messages from 
LiveOak Fiber regarding General inquiries and customer Care . End users can opt-out by replying STOP 
or request more information by replying HELP. Message frequency varies. Message and data rates may 
apply. If you need assistance or have questions about our SMS service, reply with "HELP" to any SMS 
message you receive, or contact our customer support team at 888-454-8362. 

Website Privacy Policy 

Scope and Consent  

This Privacy Policy describes the information that LiveOak Fiber may collect, use, process, disclose, or 
store when you access LiveOak Fiber’s website located at www.LiveOak Fiber.com and any associated 
URLs owned or controlled by LiveOak Fiber (collectively, the “Website”), any content or features available 
on the Website and your interactions with LiveOak Fiber in connection with such access including 
registrations for our events through the Website.  

Information collected may include your “Personal Information,” which means information that identifies 
you as an individual, such as your name, address, telephone number, email address or other contact or 
identification information. The collection and processing of information on our Website as described in this 
Privacy Policy may be done on our behalf by third party vendors. Your use of the Website or any content 
or features available on the Website, including any registration for LiveOak Fiber events through the 
Website, constitutes your acceptance of the terms of this Privacy Policy and your consent to our 
collection, use, processing, disclosure, or storage of your information, including Personal Information, as 
stated in this Privacy Policy.  

As used in this Privacy Policy, “LiveOak Fiber” refers to LiveOak Fiber LLC and its affiliates and 
references to “we,” “our,” “us” and similar terms in this Privacy Policy refer to LiveOak Fiber.  

If you do not understand or agree to this Privacy Policy, you should not access and use the Website.  

Collection of Information  

In order for you to access certain portions of the Website, attend LiveOak Fiber events that use the 
Website for registration, or to receive responses to your inquiries or otherwise communicate with LiveOak 
Fiber in connection with the Website, we may require that you complete a registration process or 
otherwise submit certain information to us. In such cases we may ask for your contact information and 
other Personal Information (e.g., your name, address, company, title, telephone number, email address 
and other contact information) and for an indication of the products, services, and additional information in 
which you are interested.  

You may choose to not provide some or all of the requested information, although such choice may hinder 
our ability to communicate with you, prevent your registration to attend a LiveOak Fiber event or to fully 
participate in a LiveOak Fiber event, or result in reduced access to content available from the Website or 
otherwise from LiveOak Fiber.  

LiveOak Fiber may also collect information from your mobile app, browser, or other device used to access 
the Website, such as the following, and which may also include Personal Information:  



●​ Browser and device information  
●​ App or device usage data 
●​ IP address 
●​ MAC address 
●​ Aggregated, anonymized, or de-identified information 
●​ Demographic information and other similar information provided by you (e.g., language, 

occupation)  

Any Personal Information we collect through the Website, including in connection with registration of a 
LiveOak Fiber event, or from any mobile app, browser or other device used to access the Website, is 
subject to this Privacy Policy.  

Cookies  

A cookie is a small data file that may be used, for example, to collect information about Website and 
browsing activity. The Website uses cookies to track overall site use and may be used to provide you with 
additional information about our products, respond to your inquiries, or (if applicable) to authenticate 
registration. You can use your browser settings to manage your preferences for allowing use of cookies 
and to delete existing cookies.  

Use of Personal Information  

We may collect and/or process your Personal Information for the purposes and on the legal basis 
identified in the following situations.  

If you visit our websites and online properties: 

●​ To provide and enable personalized advertisements and content. We process your Personal 
Information to conduct marketing research, identify and advertise to you, provide personalized 
information about us on and off our websites, and other personalized content based upon your 
activities and interests to the extent it is necessary for our legitimate interests to advertise our 
websites or, where necessary, to the extent you have provided your prior separate consent. 

●​ To utilize third-party service providers to provide Website analytics on an aggregated and 
anonymous basis. These third parties may use cookies, web beacons, and other technologies to 
collect information, which may include your IP address, content viewed, or links accessed in order 
to provide such analytics. We may use or analyze the information to improve the online 
experience and interaction with our users.  

●​ To develop and improve our websites. We may process your Personal Information to analyze 
trends, track your usage of our websites and interactions with emails to the extent this is 
necessary for our legitimate interests to develop and improve our websites and to provide our 
users with more relevant and interesting content; 

●​ To promote security of our websites. We process your Personal Information by tracking use of our 
websites, creating aggregated data, verifying accounts and activity, investigating suspicious 
activity, as well as violations of and enforcement of our terms and policies, to the extent this is 
necessary for the purpose of our legitimate interests in promoting the safety and security of the 
systems and application used for our websites, and protecting our rights and the rights of others;  

If you are a customer, business partner, or express interest in our solutions:  

●​ Managing event registrations and attendance. We process your Personal Information to plan and 
host an events or webinars that you register to participate in or access on our systems, including 
related communication with you before, during or following the event or webinar, on basis of the 
performance of delivering the event or webinar to you based on the program and/or agenda and 
related follow-up, surveys or feedback requests;  



●​ Sending marketing communications. We process your Personal Information to send you 
marketing information, product recommendations and other non-transactional communications 
(e.g., marketing newsletters, SMS, or push notifications) about us and our affiliates and partners, 
including information about our products, services, promotions or events as necessary for our 
legitimate interests to conduct direct marketing or to the extent you have provided your prior 
separate consent;  

●​ Managing visitors to our sites. We will process your Personal Information for security reasons, to 
register who visited our offices and who signed the non-disclosure agreement that visitors may be 
required to sign.  

●​ Provide you with services through web-based applications or other contracted services as 
specified in the applicable terms of service, terms and conditions and/or order form for the 
purpose of performing the contract with you according to any applicable terms;  

●​ Handling contact and user support requests. If you fill out a “Contact Me” web form, request user 
support, or if you contact us by other means, we will process your Personal Information for the 
performance of our contract with you and to the extent it is necessary for the purpose of our 
legitimate interests to fulfill your request and communicate with you;  

●​ Managing user registrations. We process your Personal Information by managing your 
registration for user accounts for one or more LiveOak Fiber subscription or service for the 
purpose of performing the contract with you according to any applicable terms of service, terms 
and conditions and/or order form;  

If you are an applicant for a job opening or position through our web-based applications:  

●​ For communications with you about your application and interest. Use your information to 
communicate with you in relation to your application and/or interest in job opportunities at 
LiveOak Fiber, answer questions you may raise, or to provide information to you; and  

●​ To analyze and improve our service. We may use or analyze the information to improve the online 
experience for job applicants and interaction with our users.  

●​ For reviewing your job interest and application. Evaluate information you provide in any web form 
relating to your application and/or interest in job opportunities at LiveOak Fiber;  

As to all users, with respect to our legal obligations:  

●​ Complying with legal obligations. We may process your Personal Information when cooperating 
with public and government authorities, courts or regulators and otherwise in accordance with our 
legal obligations under applicable laws for any reason under such laws, including without 
limitation to the extent this requires the processing or disclosure of Personal Information to 
protect our rights, is necessary for our legitimate interests to protect against misuse or abuse of 
our websites, to protect personal property or safety, to pursue remedies available to us and limit 
our damages, to comply with a judicial proceedings, court order or legal process, or to respond to 
lawful requests.  

Disclosure of Personal Information  

We do not sell or rent Personal Information to third parties. We do not share your Personal Information 
with third parties that are not owned by us or under our control or direction except as described in this 
Privacy Policy and, if you have requested or purchased services from us, to the extent reasonably 
necessary to provide, enhance, analyze and improve such service pursuant to specific terms of service or 
other contract or agreement to which you are a party.  

We may disclose Personal Information with third parties as set forth below.  

●​ To affiliates of LiveOak Fiber LLC for the purposes described in this Privacy Policy;  
●​ To our authorized service providers and suppliers who provide services to us such as website 

hosting, data analysis, information technology and related infrastructure services, customer 



service, email delivery, auditing and similar services for the purpose of enabling them to provide 
such services;  

●​ To third parties to permit them to send you marketing and other communications you have elected 
to receive, subject to your designated communication preferences;  

●​ To third parties for purposes of which we provide specific notice to you at the time of collection;  
●​ In connection with subscription services to web-based applications as specified in the applicable 

terms of service for such applications; and  
●​ As necessary or appropriate to comply with legal processes and/or to respond to requests from 

governmental authorities or to protect the rights, property or personal safety of LiveOak Fiber or 
its employees, or for other safety reasons.  

Security and Storage  

We are committed to maintaining the security of your Personal Information and take what we believe are 
reasonable and industry-recognized safeguards designed to protect against accidental, unlawful, or 
unauthorized access, disclosure or use. Nevertheless, transmissions over the Internet are never entirely 
secure and we cannot guarantee the security or the preservation of the integrity of any transmitted data. 
Please consider this fact before transmitting via the Website any Personal Information or information that 
you consider confidential.  

The Personal Information we collect may be stored and processed in servers in the United States and 
wherever LiveOak Fiber and our service providers have facilities around the globe and in accordance with 
local laws. By submitting or registering Personal Information via the Website you consent to such storage 
and processing in such locations. If you do not consent, do not submit your Personal Information, or 
continue with registration of LiveOak Fiber events.  

We will keep personal information about you for as long as we provide solutions to you, as long as you 
work for or with us, or as long as we are addressing a concern, question, complaint, or request you have 
made to us, as applicable to our interactions with you. If we have a contract or other agreement with you, 
we will follow the retention obligations of that agreement.  

We may keep data longer if we have a legal obligation to keep it or to maintain necessary records for 
legal, financial, compliance, or other reporting obligations, and to enforce our rights and agreements. We 
also may keep data about you for statistical analysis or research purposes.  

No mobile data will be shared with third parties/affiliates for marketing or promotional purposes.  

Managing your Personal Information  

If you would like to correct, update, delete, or request access to the Personal Information that you have 
provided to us, please contact us. For your protection, we will only implement requests with respect to 
Personal Information about you (not anyone else), and we may need to verify your identity before 
implementing your request. We will comply with your request as soon as reasonably practicable and in 
accordance with applicable law. We may need to retain certain information for recordkeeping purposes, 
as required under applicable legal obligations. Some of your information may remain within our systems 
and other records or archives, in compliance with applicable law.  

Third Party Websites and Services  

This Privacy Policy does not address, and we are not responsible for, the policies and practices of third 
parties or other organizations that are not LiveOak Fiber service providers, including policies and 
practices related to privacy and security, data collection, processing, use, storage, and disclosure. Such 
parties include any third party operating any site or service to which the Website links (and the inclusion 
of a link on the Website does not imply endorsement of the linked site or service), and any mobile or other 



application provider, social media platform, operating system provider, wireless service provider, or device 
manufacturer, in each case used in connection with your use of the Website.  

Contact Information  

If you have any questions about this Privacy Policy, please contact us at:  

LiveOak Fiber LLC  
808 Gloucester Street  
Brunswick, GA 3120  
 
Or, contact us by email at: privacy@LiveOakFiber.com  

To correct, update, delete, or request access to the Personal Information that you have provided to us, 
please see “Managing Your Personal Information” above.  

Revisions and Updates  

We may change this Privacy Policy from time to time, including as required to keep current with new 
legislation. The “Last Updated” section at the bottom of this page states when this Privacy Policy was last 
revised. Any changes to this Privacy Policy will become effective when we post the revised Privacy Policy 
and your use of the Website following such update constitutes your acceptance of the revised Privacy 
Policy. We encourage you to periodically review this Privacy Notice to stay informed about how we collect, 
use, and share personal information.  

Network Management Policy 
 
This LiveOak Fiber Network Management Policy explains the network management practices that 
LiveOak Fiber uses for its broadband Internet access services (“Broadband Services”). This Policy is 
intended to help current and prospective LiveOak Fiber customers make informed choices about the use 
of LiveOak Fiber’s Broadband Services. 
 
LiveOak Fiber wants its customers to enjoy all that the Internet has to offer, therefore, LiveOak Fiber 
manages its network to ensure that all of its customers experience a safe and secure broadband Internet 
environment that is reliable, fast, and affordable. 
 
Service Description and Expected and Actual Speed and Latency 
 
LiveOak Fiber offers a variety of Broadband Services, each of which may have a different service 
capability speed. The term speed is often used to describe the capacity at which a particular Broadband 
Service can transmit data. The capacity is typically measured in the number of kilobits, megabits, or 
gigabits that can be transmitted in one second (Kbps, Mbps or Gbps). Some applications such as sending 
email without attachment or basic web browsing do not require high-capacity speeds to function optimally. 
Other activities such as the transfer of large data files are best performed with higher-speed services. 
LiveOak Fiber works with its customers in order to help the customer decide what service speed best 
meets their needs. 
 
LiveOak Fiber measures availability, latency, and aggregate utilization on the LiveOak Fiber network. 
LiveOak Fiber strives to support advertised speeds and will dispatch repair technicians to customer sites 
to troubleshoot and resolve speed issues if those issues are on the LiveOak Fiber network.  The actual 
speed experienced by a customer will vary based on multiple factors beyond LiveOak Fiber’s control, 
such as the condition of wiring inside the customer’s location; the customer’s computer and other devices 
configuration; Internet congestion on network and facilities not provided by LiveOak Fiber; and the server 
speeds of websites accessed. 
 
LiveOak Fiber reserves the right to monitor and identify which customer accounts are using the greatest 
amount of bandwidth during periods of heavy congestion and to work to provide solutions to address 



those issues.  If a preferred solution cannot be worked out with the customer or customers, LiveOak Fiber 
reserves the right to manage the Internet traffic of high volume customers during periods of significant 
congestion.  This means that the affected customers will still be able to access the Internet and engage in 
activities that they desire, but during certain periods of time they may experience conditions such as 
longer times to download or upload files, slower access, and slower movements during online game 
playing. 
 
Network Management Practices 
 
LiveOak Fiber regularly monitors the connections on its network in the aggregate to determine the rate of 
utilization. Based on this monitoring, LiveOak Fiber proactively increases capacity by adding Fiber Optic 
nodes, transport, aggregation routers, and bandwidth. In rare instances, customers may experience 
longer download or upload times, or slower surf speeds as a result of network congestion. In each 
instance, LiveOak Fiber proactively engages in re-routing of Internet traffic to relieve congestion. 
 
LiveOak Fiber’s network and congestion management practices are ‘application-agnostic’, based on 
current network conditions, and are not implemented on the basis of customers’ size, online activities, 
protocols or applications. LiveOak Fiber does not manage congestion by capping an individual customer’s 
usage, reducing the speed of an individual customer’s service once a certain amount of usage is 
exceeded, or other similar strategies. Instead, LiveOak Fiber focuses on anticipating and avoiding 
congestion by monitoring network usage and augmenting capacity in a targeted manner. 
 
Network Security 
 
LiveOak Fiber undertakes no obligation to monitor or protect customer traffic from spam, viruses, denial of 
service attacks or other malicious, unlawful, or unwarranted activities.  LiveOak Fiber does not guarantee 
that it can protect customers from any or all security breaches.  The customer is using this service at its 
own risk.  Customers are cautioned to purchase their own spam filtering, ransomware, and antivirus 
software from commercial vendors to meet their needs, however, a customer that is subject to spam, 
virus, and denial of service attack or similar malicious, unlawful or unwarranted activities is urged to 
contact LiveOak Fiber as soon as possible.  LiveOak Fiber will work with the customer on how the 
customer can take appropriate and economically reasonable efforts to address the matter. 
 
Customers whose conduct abuses or threatens LiveOak Fiber’s network or which violates the LiveOak 
Fiber Terms and Conditions or Acceptable Use Policy will be requested to stop any such use immediately. 
A failure to respond to such request or to cease such conduct could result in service suspension or 
termination. 
 
Mobile Applications Privacy Policy 
 
What is covered by this Privacy Policy 
 
LiveOak Fiber LLC or its affiliates (“LiveOak”) provides a mobile application for use by subscribers of 
broadband service providers (“BSP”) who purchase services from LiveOak as a processor of, or service 
provider for, its BSP’s subscriber personal information under applicable privacy and data protection laws. 
Your BSP provider is the controller of (or business for) its subscriber personal information. In other words, 
your BSP determines how and why your information is processed. As such, subscribers should refer to 
their BSP’s privacy notice for details on how the BSP processes subscriber personal information. 
  
Privacy Policy applies for any use of the App 
 
This Privacy Policy applies to the App described in the LiveOak End User License Agreement (the 
“Agreement”). Please read your BSP’s privacy notice and this Privacy Policy carefully to understand how 
information collected by the App will be treated. If you do not agree with your BSP’s privacy notice and 
this Privacy Policy, you should not install, use, or access the App. 
  



Children Under the Age of 16 
 
The App is not intended for children under 16 years of age, and on behalf of its BSPs, LiveOak does not 
knowingly collect personal data of children under 16, without parental consent. If LiveOak learns that 
personal data from a child under 16 has been obtained or received without verification of parental 
consent, LiveOak will delete that information. If you believe LiveOak might have any information from or 
about a person under 16 years of age, please contact LiveOak at productprivacy@liveoakfiber.com. 
  
How LiveOak Collects Your Information 
 
On behalf of your BSP, LiveOak collects and processes information provided directly by you when you 
install the App and register for an account to use the App. Specifically, this information includes: 
 

●​ Your name, email address, password/pin, preferred language, and your account number with your 
BSP; 

●​ Information about the equipment deployed at your premises that you choose to connect to the 
App such as the MAC address, serial number or other unique identifier for your router; 

●​ Data insights LiveOak attains based on correlation and analytics of your information collected 
in providing the App, and user-associated analytics to improve the quality of the app experience. 

  
How LiveOak Uses the Information 
 
On behalf of your BSP, LiveOak uses the information collected as described in this Privacy Policy, to: 
 

●​ Provide you with the App and the Services including notifications provided through the App as 
may be described in the Agreement; 

●​ Implement, improve, or enhance the App or to provide App features, including to make future 
releases available; 

●​ Carry out LiveOak’s obligations as described or authorized in the Agreement, your BSP’s privacy 
notice, and this Privacy Policy; 

●​ Enforce LiveOak’s rights arising from the Agreement between you and LiveOak; and 
●​ Fulfill any other purpose authorized by you and reasonably required for the App. 
●​ Your BSP may also use the information collected as described in this Privacy Policy to inform you 

about goods and services that may be of interest to you. 
  
Disclosure of Information 
 
LiveOak does not sell or otherwise distribute or disclose your information to third parties other than as 
described or authorized in the Agreement, including this Privacy Policy. 
 
LiveOak discloses the information to its subsidiaries, affiliates and certain third-party vendors and 
contractors that provide development, integration, web hosting and consulting services to LiveOak to 
provide you with the App, to maintain, support, develop, improve, or enhance the App and to fulfill 
LiveOak obligations associated with the App. 
 
LiveOak may be required to disclose information under certain circumstances: 
 

●​ To comply with any court order, law, or legal process, including to respond to any government or 
regulatory request; 

●​ To enforce LiveOak’s rights arising from the Agreement entered into between you and LiveOak; 
●​ If LiveOak believes disclosure is necessary or appropriate to protect the rights, property, or safety 

of LiveOak, its customers or other third parties; or 
●​ To a buyer or other successor in the event of a merger, divestiture, restructuring, reorganization, 

dissolution, or other sale or transfer of some or all of LiveOak’s assets or equity, whether as a 
going concern or as part of bankruptcy, liquidation, or similar proceeding, in which your 
information or your subscriber information held by LiveOak are among the assets transferred. 



  
 
Your Choices About Our Collection, Use, and Disclosure of Information 
 
The provision of the information described in this Privacy Policy is necessary for you to use the App.  Your 
information is retained and used as described in this Privacy Policy. If you delete your account for the App 
in accordance with the terms of the Agreement, your information will be deleted within 30 days of the 
deletion of such account or within such other timeline as may be mandated by applicable law. You will no 
longer be able to access the App when your account is deleted. 
  
Accessing and Correcting Information 
 
You can (a) access and review your contact information, and (b) correct your contact information, by 
logging into the App and visiting the settings page. To access, review or correct any other 
information, please reach out to your BSP. 
  
Data Security 
 
All information you provide to us is stored on our secure servers behind firewalls. LiveOak utilizes 
mechanisms such as intrusion detection systems, intrusion prevention systems, firewalls and encryption 
to secure information from accidental loss and from unauthorized access, use, alteration, and disclosure.  
LiveOak deploys Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) to alert and 
proactively contain potential threats. Enhanced security visibility and coverage is enabled through added 
layers of firewall and IDS beyond the network perimeter. Management connections to servers are always 
authenticated and encrypted via Secure Shell (SSH) when administration access is required for 
troubleshooting, patch management, and upgrades. 
 
LiveOak runs automated vulnerability scanning on all perimeter systems to identify potential security risks. 
Scanning applications are regularly updated to remain current and up to date on important security 
vulnerabilities. Patches are applied to all relevant systems unless a compensating control is implemented. 
 
LiveOak uses a variety of industry-standard security technologies and best practices to help protect 
information from unauthorized access, use, or disclosure. All data stored on the LiveOak systems is 
encrypted following industry standards using the strongest keys and ciphers. All communications with the 
App are protected with industry standard security protocols. 
 
You control access to your account. You must keep your login credentials and passwords secure and 
protected and maintained as confidential. LiveOak is not responsible for any circumvention of any privacy 
settings or security measures provided. 
  
Changes to this Privacy Policy 
 
The date the Privacy Policy was last revised is identified at the end of this Privacy Policy. You are 
responsible for periodically visiting this Privacy Policy to check for any changes. 
  
Contact Information 
 
To ask questions or comment about this Privacy Policy and LiveOak’s privacy practices for the services 
provided to your BSP, contact your BSP or LiveOak via e-mail at productprivacy@liveoakfiber.com. 
 
Commercial Terms 
 
A description of LiveOak Fiber’s service offerings and rates may be found on LiveOak Fiber’s website at 
www.liveoakfiber.com. LiveOak Fiber’s Privacy Policy may be found on LiveOak Fiber’s website at 
www.liveoakfiber.com. For questions, complaints or requests for additional information, please contact 
LiveOak Fiber at (888) 454-8362. 



 
Changes to this Privacy Policy 

The date the Privacy Policy was last revised is identified at the end of this Privacy Policy. You are 
responsible for periodically visiting this Privacy Policy to check for any changes. 

Contact Information 

To ask questions or comment about this Privacy Policy and LiveOak’s privacy practices for LiveOak 
Services contact LiveOak via e-mail at productprivacy@liveoakfiber.com. 


